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Internet Regulation and Data Protection:
The Role of Law Enforcement

By Thiago Luis Santos Sombra, Brasilia

egulation in
Rcyberspace is
becoming a myth in
some parts of the
world. While prohibiting
software, platforms,
and services like Uber,
nation states are
trying to deal with
the disruption and
convergence issue, not
understanding the aim
and the benefits of

and the physical
limitations of the
atomic world.? The
theoretical disputes are
no longer the greatest
debate about legality
and morality in law.*
Theorization of the

law throughout the
twentieth century has
always centered on the
key themes of property
and possession; this
was suitable when

regulation. This essay
analyzes regulation in
cyberspace as the next challenge of the general theory of
law enforcement.

Regulation in Cyberspace

One of the most interesting themes encountered when
undertaking research about cyberspace concerns its
regulation in regard to civil society and law enforcement.
One of the aims of this research is to comprehend how
people’s behavior in everyday life differs from their
behavior in cyberspace, and what impact this difference
may have on regulation.! This article includes a brief
history of cyberlibertarianism and its decline, and then
offers an explanation of cyberpaternalism and network
communitarianism, two different theoretical points of
view on cyberspace.

As an initial matter, regardless of which theory is most
supported, it is essential to understand how intervention
in cyberspace differs from regulation in real life. In this
respect, a proper understanding of the particularities

of cyberspace requires us to necessarily change some
aspects of our conceptualization of the general theory
of the law,? which has been constructed solely to resolve
problems related to property, the rivalrousness of goods,

dealing with physical
goods,® but is not suitable in the realm of cyberspace
when dealing with information, ideas, or the sharing
economy.®

In the past, modern economies were structured around
the ownership of material things,” as highlighted by John
Perry Barlow.® Now the law has transitioned, due to the
growth of cyberspace and its key element, information,
which is not based on atoms, but on bits.® Thomas
Jefferson was perhaps the first man who imagined how
the future could be changed by information and ideas,
especially in an age when people thought only about the
exclusiveness of property, as we can deduce from his
letter to Isaac McPherson.®

The digitization and disruption processes that society is
currently undergoing show us that nonrivalrous goods
will allow us to consume, share, and produce information
simultaneously,'* in an unlimited manner, wherever we
are and for whatever reason each person consumes it."?
Notwithstanding the above, the law should have the
ability to deal with these shifts.® If information is to be
our principal good and our main source of wealth—the
so-called oil of the twenty-first century—then perhaps
the challenges will not be in terms of ownership, but in
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terms of sharing information and ideas; in other words,
“bits” being transferred across the globe.*

This ongoing process will represent not a change in
providers, but changes regarding the services and benefits
offered in society, for law cannot regulate the content
itself, so it affects the recipient as Barlow has outlined
with his analogy of the wine and its bottle. Law cannot
affect cyberspace directly, sanctioning the actually bytes,
but it can influence the physical world that supports it.

We experience numerous examples of revolutionary
services, the so-called “disruptive technologies” from
Uber, Airbnb, Spotify, Coursera, Netflix, VinyLify, and
Prosper Marketplace all the way to SSRN-Social Science
Research. Despite these variations of “bottles,” to use
Barlow’s expression, it remains unclear whether the law
will be successful in taming cyberspace. Why should
cyberspace be regulated, who has the legitimacy to do so,
who represents whom, and how will territorial limits be

drawn?** Will sharing instead of owning change human
relationships and the way the law regulates behavior?

These are the key questions that this article addresses

and will seek to answer.

The Cyberlibertarians and the Discovery of
Cyberspace

The so-called cyberlibertarians were the first to consider
the perspective of regulating rule or behavior in
cyberspace. Following the creation of the World Wide
Web in 1989 by Tim Berners-Lee,* this new tool created
or influenced many outcomes, which have expanded
drastically over the years. Amidst this new environment,
people were dazzled by the global real-time interaction
it provided. Emails, chat groups, instant information
sharing, and other new services quickly sparked the
interest of the public, and the debate soon ignited

... continued on page 91
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over how this new medium would be regulated. The
prospect of online markets and unlimited information
sharing quickly drew the attention of companies and
governments that sought to exercise some control over
cyberspace.?’

In response to this first attempt at regulation, John

Perry Barlow famously proclaimed the independence of
cyberspace in 1996, claiming that this new environment
should not be violated by state entities.*® Clearly, there
was much idealism concerning the perfect equality and
interaction that the network provided, where people
were not affected by their physical or social aspects.
Also, since the early “netizens” (so-called citizens of the
Internet) were mostly techies or people who had higher
computer skills, the ability to interact with this crude
environment led to the illusion that the users could tailor
their systems, guaranteeing free expression and liberties
to all.*

The cyberspace rapidly expanded in functionalities and
appliances. Newer browser interfaces, new layers, faster
connections, and other features led the cyberspace

to extrapolate its merely communicational purposes,
and its horizon of possibilities soon demanded state
intervention.?® The great challenge, it seemed, was

that the Internet was everywhere—today taken to the
extreme of the Internet of Things—so that no particular
state could properly regulate it. Regulation, however,
was essential to guarantee all that the Internet could
offer. In order to allow electronic commerce, the state
would need to guarantee property and contract rights
in the same way it did in the physical world. To hasten
bureaucratic governmental processes, the state would
need to guarantee that the documents circulating on the
Internet could be verified in some way.

Soon, the threats also appeared. This network that
brought numerous liberties also provided means of
new violations. With database violations, copyright
infringement, and server attacks, the companies using
the Internet needed institutional protection in order to
operate. The absence of the state would, in essence,
jeopardize everything the Internet had to offer.

The bottom-up regulatory model of the cyberlibertarians
soon showed its weaknesses. The global anarchy it
proposed clearly would not suffice to meet the needs

of interacting states, populations, and markets. In the
late 1990’s, this was more than clear, and in 1996,
Lawrence Lessig had already challenged Barlow’s view
of cyberspace by proposing a very present state in the
Internet, through his book Code 1.0.

Who Are the Cyberpaternalists and What Do They
Believe?

After cyberlibertarians had declared cyberspace a
territory of liberties, not under state control in terms
of borders and sovereignty, including Barlow who
proclaimed its independence,? cyberpaternalists
presented questions that remain unanswered.

One of those issues concerns intangible borders and
regulatory procedures. For example, how can China,
North Korea, and Saudi Arabia control, filter, and
blacklist websites and prohibit certain software in
their territory?? Or, for instance, how is it possible

for Uber to be prohibited in some clearly defined
physical boundaries?? Also, in an attempt to propose
an opposing point of view, if the cyberlibertarians

are correct, how should states deal with anonymity
and crimes in the deep web—named Dot Onion/Tor,**
child pornography,® cyberbullying,?® porn revenge,?”’
cybercrimes,? data privacy violations,* disruptive
services,* thefts/extortion® on bank accounts, and
money laundering?*? As Cass Sunstein® stated, it is
unimaginable for cyberspace to be a democratic place
without some kind of state intervention, since we do not
know who represents and speaks on behalf of society.*
Representation and accountability are two of the most
difficult political elements of democracy, lost amidst
the crowd in cyberspace.* Deliberation and decision
processes in cyberspace, for example, present a new
challenge in an environment where we cannot ensure
that democratic values will be developed.®

Cyberlibertarianism is an approach that ignores the fact
that cyberspace is different from physical life, above all
in its capacity to connect people who have the same
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law in cyberspace with the lex
mercatoria, which he called /ex
informatica. For him, cyberspace
was not immune to regulatory
interventions; since, according to
Andrew Murray,* he identified
two new regulatory borders arising
from new rule-making processes
involving states, the private sector,
technical interests, and citizens.
These components had special
roles for Reidenberg and were
based on contractual agreements
among internet service providers
(ISPs) and network architecture,
becoming the new borders made
and controlled by society.? In
sum, lex informatica would be the
stakeholders’ new model of political
governance in cyberspace,* in
which the regulatory process
must be understood in another
context, especially because legal

interests and to allow people to isolate themselves
based on their differences. In fact, it is flagrant that
governments send legal messages by regulating certain
activities in order to influence the architecture of the
network. France® and Australia,* for example, have just
passed and upheld laws that use filtering and blacklisting
controls for surveillance and for the protection of
copyrights. Airbnb and Uber are changing their policies
on home sharing and transport, respectively, after
England and France adopted new legislation on taxed

services.*

The first theorist to criticize the flaws of
cyberlibertarianism was Joel Reidenberg,*® despite his
agreement with Post and Johnson about imaginary
boundaries and the disintegration process of territorial
references. As the founder of cyberpaternalistic theory,
Reidenberg established a comparison of a new rule of

92

control would be just one aspect
of regulatory practice as a whole.*
Reidenberg defended the fact that principal regulatory
activity would be carried out by other primary sources:
technology developers and social customs.*

Indeed, Reidenberg’s position was more consistent

than the cyberlibertarian’s stance, particularly when he
related the function of social interactions on cyberspace
and the power of developers to send regulatory
messages while changing the network architecture.* It
was well noted by Reidenberg that democratic values
and the “common good” are directly dependent on
some kind of network control that should be provided by
different actors.*” What cyberpaternalists forgot from the
start was the density and the dynamism of the multiple
simultaneous interactions among stakeholders.

Conclusion

Cyberspace has spawned a new public arena of
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deliberation, and its regulation is essential to preserve
democratic values and choices. Instead of mere
prohibition, regulation means transforming the reality
to promote the environmental conditions for the
development of society. Thus, it is almost impossible

to ignore society’s demands for new products and
services like Uber, Airbnb, and Spotify. The disruption,
convergence, and digitization processes are happening
with or without the state’s approval, and the
development of civil society will most likely be better
guided if the regulation is organized conjointly between
the state and individuals, instead of by cyberpaternalistic
verticalism or cyberlibertarian anarchy. If the state

were to limit its participation in this process by simply
prohibiting or allowing innovative products and services,
society would through market, social norms, and
architecture overwhelm the state’s legislation in order
to secure the viability of cyberspace’s creativity and
innovation.

Cyberpaternalism ignores the huge power that non-
state users have on the Internet, or even the fact that
Internet culture is emerging and becoming more and
more complex. This, in the end, also affects user and
governmental behavior inside and outside the Internet.

States must understand that regulation can be achieved
in various ways, and not just by law. Indeed, states
should also act through architecture, dealing directly
with the code. Obviously, such interferences must be
made legitimate by the appropriate mechanisms, but
the necessity for governmental presence in coding

is clear. Some countries have acted by blocking and
filtering lists.*® One clear sign of this in Brazil is the city
of Curitiba, the capital of the state of Parana, which took
the initiative of adapting to Internet culture by creating a
Facebook page and using humorous memes and current
Internet jokes to communicate messages related to
public policy on health, environment, and other issues
of public interest and even to increase its own legitimacy
as a democratic government.” It is clear that there is no
perfect vertical regulation exerted from the state onto
its citizens, especially in the civil law countries where
the legislative branch is always behind technology and

information. In fact, curiously enough, the adaptive
initiative of Curitiba was noticed by citizens of other
Brazilian states, thousands of miles away, and they
pushed for such adaptations in their own cities.

In summary, it is safe to conclude that the Internet has
led to strong readapted processes of our model of state.
The Internet has multiplied drastically communicative
media and information dissemination. This process

has engaged in the virtuous (or vicious, depending

on point of view) cycle of technical development and
communication expansion. Information is flowing

in unprecedented rates, quantities, and forms. This

has direct impact in all aspects of society, for reasons
abovementioned. In this scenario, it is essential for

the state to comprehend this new reality, despite its
cumbersome bureaucracy, and to adapt in order to
continue to represent its citizens and properly regulate
this extended environment of society. Mere binary
prohibition/allowance is a failed form of regulation, and
interactive presence is the only way to obtain legitimacy
and effectiveness in the digital environment.

Thiago Luis Santos Sombra is a
lawyer, an arbitrator, a private
law professor at the University
of Brasilia (UnB), a visiting
researcher at the London School
of Economics-LSE, a former state
attorney at the Brazilian Supreme
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Superior Court of Justice.
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